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PROTECTED RESOURCE ACCESS CONTROL
UTILIZING INTERMEDIATE VALUES OF A
HASH CHAIN

RELATED APPLICATION

The present application is a continuation of U.S. patent
application Ser. No. 13/629,771, filed Sep. 28, 2012 and
entitled “Protected Resource Access Control Utilizing Inter-
mediate Values of a Hash Chain,” the disclosure of which is
incorporated by reference herein.

FIELD

The field relates generally to information security, and
more particularly to techniques for providing secure access to
protected resources.

BACKGROUND

Numerous techniques are known for providing secure
access to protected resources. One widely-used approach
involves the use of one-time passcode (OTP) devices such as
hardware authentication tokens. Authentication tokens are
typically implemented as small, hand-held devices that dis-
play a series of passcodes over time. A user equipped with
such an authentication token reads the currently displayed
passcode and enters it into a computer or other element of an
authentication system as part of an authentication operation.
This type of dynamic passcode arrangement offers a signifi-
cant security improvement over authentication based on a
static password.

Conventional authentication tokens include both time-syn-
chronous and event-synchronous tokens.

In a typical time-synchronous token, the displayed pass-
codes are based on a secret value and the time of day. A
verifier with access to the secret value and a time of day clock
can verify that a given presented passcode is valid. The secret
value is an example of what is more generally referred to
herein as a “key.”

One particular example of a time-synchronous authentica-
tion token is the RSA SecurID® user authentication token,
commercially available from RSA, The Security Division of
EMC Corporation, of Bedford, Mass., U.S.A.

Event-synchronous tokens generate passcodes in response
to a designated event, such as a user pressing a button on the
token. Each time the button is pressed, a new passcode is
generated based on a secret value and an event counter. A
verifier with access to the secret value and the current event
count can verify that a given presented passcode is valid.

Many authentication systems are configured to require that
a user enter a personal identification number (PIN) or other
static access code in addition to entering the passcode from
the authentication token. This provides an additional security
factor, based on something the user knows, thereby protecting
against unauthorized use of an authentication token that is lost
or stolen. Such an arrangement is generally referred to as
two-factor authentication, in that authentication is based on
something the user has (e.g., the authentication token) as well
as something the user knows (e.g., the PIN).

Passcodes generated by authentication tokens can also be
used as secure service credentials in order to allow service
technicians to access storage arrays and other processing
equipment for any repairs, tests, upgrades or other service
operations that may need to be performed after such equip-
ment is deployed in the field. However, in this secure service
access context, issues of key management become increas-
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ingly important. For example, a single key may be replicated
on multiple storage arrays such that each of the storage arrays
can support service technician access control based on pass-
codes generated using that same key. Such an arrangement is
often desirable in that service technicians responsible for
servicing a large number of storage arrays deployed in the
field will need to keep track of fewer passcodes, but unfortu-
nately it also creates a “break once, run anywhere” vulner-
ability in that an attacker who is able to compromise one of
the storage arrays can then access any of the other storage
arrays that share the same key.

SUMMARY

Tustrative embodiments of the present invention provide
secure access to protected resources by utilizing intermediate
values of at least one hash chain as respective access creden-
tials. Arrangements of this type facilitate service technician
access to storage arrays and other deployed processing equip-
ment while also avoiding the above-noted “break once, run
anywhere” vulnerability.

In one embodiment, a processing device comprises a pro-
cessor coupled to a memory and is configured to obtain an
intermediate value of a hash chain associated with a given
access control interval, to utilize at least a portion of the
intermediate value to access a protected resource during the
given access control interval, and to repeat the obtaining and
utilizing for one or more additional access control intervals
using respective different intermediate values of the hash
chain.

A given intermediate value received from a user attempting
to access the corresponding protected resource is hashed a
particular number of times determined based on a current
access control interval in order to obtain a result, and if the
result matches a final value of the hash chain, the user is
granted access to the protected resource.

The first access control interval may correspond to the
intermediate value immediately preceding the final value,
such that hashing that intermediate value once yields the final
value. Similarly, the second access control interval may cor-
respond to the intermediate value that precedes the final value
by two positions, such that hashing that intermediate value
twice yields the final value. This inverse numbering may
continue with later access control intervals corresponding to
respective intermediate values that are closer to the initial
value and which therefore must be hashed more times to yield
the final value.

In some embodiments, intermediate values may be associ-
ated with specific time intervals. For example, a given inter-
mediate value might correspond to a particular hour, day,
week or month. These embodiments may be configured to
incorporate or otherwise access a clock in order to determine
how many times to hash the intermediate value before the
final value is reached.

Such embodiments may also be configured to protect
against an attacker that attempts to tamper with the clock by
either setting it forward or backward in time. More particu-
larly, as a countermeasure to this type of attack, a given
embodiment can implement clock-tampering detection using
a “high water mark” approach in which information identi-
fying an access control interval associated with a received
intermediate value is stored and compared to information
identifying an access control interval associated with a sub-
sequent received intermediate value.

Embodiments of the invention can additionally or alterna-
tively be configured to protect against an attacker that inter-
cepts an intermediate value.
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The protected resources may comprise, for example,
respective storage arrays or other processing platform com-
ponents, with the intermediate values of one or more hash
chains being used as respective secure service credentials that
allow one or more service technicians to access those com-
ponents.

The illustrative embodiments advantageously overcome
one or more of the above-noted drawbacks of conventional
practice. For example, as indicated previously, a given such
embodiment can be configured to avoid the “break once, run
anywhere” vulnerability associated with certain conventional
arrangements, and can therefore ensure that compromise of a
key that is used to validate service credentials for one storage
array does not jeopardize the security of other storage arrays.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an information processing system configured
to implement secure access to protected resources based on
intermediate values of one or more hash chains in an illustra-
tive embodiment of the invention.

FIG. 2 is a flow diagram of a process for providing secure
access to protected resources in the information processing
system of FIG. 1.

FIGS. 3 and 4 show examples of processing platforms that
may be utilized to implement at least a portion of the FIG. 1
system.

FIG. 5 is a diagram illustrating one possible technique for
associating intermediate values of a hash chain with respec-
tive access intervals in the FIG. 1 system.

DETAILED DESCRIPTION

Tlustrative embodiments of the present invention will be
described herein with reference to exemplary information
processing systems and associated computers, servers, stor-
age devices and other types of processing devices. It is to be
appreciated, however, that the invention is not restricted to
use with the particular illustrative system and device configu-
rations shown. Accordingly, the term “information process-
ing system” as used herein is intended to be broadly con-
strued, so as to encompass, for example, any processing
system comprising at least one processing platform, includ-
ing systems comprising virtual machines and other cloud
infrastructure.

FIG. 1 shows an information processing system 100 con-
figured in accordance with an illustrative embodiment of the
invention. The system 100 in this embodiment comprises a
plurality of terminals 102-1, 102-2, . . . 102-] that are config-
ured to communicate with protected resources 104 over a
network 106. The terminals 102 are illustratively shown as
service technician terminals in this embodiment, but may be
associated with other types of users in other embodiments.
The term “user” as utilized herein is intended to be broadly
construed so as to encompass, for example, a human user
associated with a given device or set of devices, an automated
user such as an application or other hardware or software
component associated with a given device, or any other entity
that may control that device.

Also coupled to the network 106 is a credential generation
module 108 that generates secure credentials that the service
technicians associated with terminals 102 utilize to access the
protected resources 104. As will be described in greater detail
below, the credentials generated by module 108 and provided
to service technicians or other users in system 100 may com-
prise intermediate values of a hash chain. The service tech-
nicians may be remotely accessing the storage arrays 110 via
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4

network 106 to provide repairs, tests, upgrades or other ser-
vice operations, possibly pursuant to a service contract.

The protected resources 104 in this embodiment illustra-
tively comprise storage arrays 110-1, 110-2, . . . 110-L, with
the storage arrays being configured to incorporate respective
access control modules 112-1, 112-2, . . . 112-L.. Although
shown by way of example as being implemented within the
storage arrays 110 in this embodiment, the access control
modules in other embodiments may be arranged external to
the storage arrays, or otherwise associated with the storage
arrays, and therefore possibly on different processing plat-
forms than the storage arrays. Moreover, a given access con-
trol module can be used to control access to multiple storage
arrays or other sets of protected resources in other embodi-
ments. Accordingly, there need not be a one-to-one corre-
spondence between access control modules and storage
arrays as illustrated in FIG. 1.

The term “access control module” as used herein is there-
fore intended to be broadly construed so as to encompass
these and other arrangements. Such a module may be imple-
mented at least in part using software stored in a memory of
a processing device and executed by a processor of that pro-
cessing device.

The protected resources are not limited to storage arrays,
and may additionally or alternatively comprise, for example,
other types of processing platform components and associ-
ated secure data, in any combination.

The terminals 102 may comprise computers, mobile
phones or other communication devices of any kind Such
devices are implemented in the form of respective processing
devices. A given such processing device generally comprises
at least one processor and an associated memory, and imple-
ments one or more functional modules for controlling certain
features of the system 100. Other system elements such as
credential generation module 108 and access control modules
112 may also be implemented using one or more processing
devices each including processor and memory elements.

The processor in a given processing device of system 100
may comprise a microprocessor, a microcontroller, an appli-
cation-specific integrated circuit (ASIC), a field-program-
mable gate array (FPGA) or other type of processing cir-
cuitry, as well as portions or combinations of such circuitry
elements.

The memory may comprise random access memory
(RAM), read-only memory (ROM) or other types of memory,
in any combination. The memory and other memories dis-
closed herein may be viewed as examples of what are more
generally referred to as “computer program products” storing
executable computer program code.

In addition to a processor and a memory, a processing
device will generally include a variety of other types of cir-
cuitry, such as network interface circuitry that allows the
processing device to communicate with other processing
devices over one or more networks such as network 106. Such
networks may include, for example, a global computer net-
work such as the Internet, a wide area network (WAN), alocal
area network (LAN), a satellite network, a telephone or cable
network, a cellular network, a wireless network such as WiF1i
or WIMAX, or various portions or combinations of these and
other types of networks. The network interface circuitry may
comprise one or more conventional transceivers.

System elements such as elements 102,104, 106, 108, 110
and 112 may be implemented using one or more processing
platforms each comprising multiple processing devices.
Examples of processing platforms that may form portions of
the system 100 will be described in more detail below in
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conjunction with FIGS. 3 and 4. Such processing platforms
may comprise cloud infrastructure of a cloud service pro-
vider.

The system 100 in the present embodiment implements a
process for controlling access to protected resources 104 by
associating intermediate values of a hash chain with respec-
tive access control intervals, and providing a given one of the
intermediate values to a user in order to allow the user to
access one of the protected resources in the corresponding
access control interval. It should be noted that the term
“allow” in this context does not preclude arrangements in
which additional authentication information must be pre-
sented in combination with the intermediate value in order to
obtain access to the protected resource. More generally, the
term is intended to cover any arrangement in which access
control is conditioned at least in part on possession of a given
intermediate value. For example, possession of the interme-
diate value may be one factor in a multi-factor authentication
process that a user must complete in order to obtain access to
the protected resource.

Operations such as generating hash chains, associating
intermediate values of a given one of the hash chains with the
access control intervals, and providing intermediate values to
users may be performed at least in part by the credential
generation module utilizing hash functions 114 and initial
values 116. Each of the hash functions 114 may be used to
hash one of the initial values 116 a particular number of times
in order to generate a given hash chain that includes an initial
value, a final value and a plurality of intermediate values.
More particularly, the given hash chain can be generated by
applying a one-way hash function to an initial value N times
in order to obtain the intermediate values and a final value,
where N denotes the desired number of access control inter-
vals to be supported.

The hash functions 114 may comprise any of a number of
different known one-way hash functions, including by way of
example MDS5, SHA-1 and SHA-256. Additional details
regarding one or more of these and other conventional hash
functions that may be adapted for use in embodiments of the
present invention are disclosed in A. J. Menezes et al., Hand-
book of Applied Cryptography, CRC Press, 1997, which is
incorporated by reference herein.

The credential generation module 108 may be associated
with a central authority or other secure entity that generates
credentials for controlling user access to protected resources
104 in the system 100. Such an entity can provide the final
value of the hash chain to a given one of the access control
modules 112 associated with one of the storage arrays 110 in
the protected resource 104, while also storing the initial value
of the hash chain in a secure manner.

In order to obtain access to the protected resource 104 in
the corresponding access control interval, the user may be
required to present the appropriate intermediate value of the
hash chain to the access control module 112, possibly in
combination with one or more pieces of additional authenti-
cation data such as a user name, PIN or password. However,
it is to be appreciated that embodiments of the invention do
not require the use of such additional authentication data. For
example, embodiments can be configured in which service
technicians and other users share no previously-agreed user
name, PIN or password with the storage array or its associated
access control module, and instead utilize only the interme-
diate value to gain access to the storage array.

The final value of the same hash chain can be provided to
each of the access control modules 112 in the protected
resources 104. Alternatively, multiple final values may be
generated for respective hash chains having respective dis-
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6

tinct initial values, with the multiple final values being pro-
vided to respective ones of the access control modules 112
associated with respective storage arrays 110.

A given one of the access control modules 112 receives an
intermediate value of a hash chain from a user attempting to
access a corresponding protected resource, and hashes the
intermediate value a particular number of times determined
based on a current access control interval in order to obtain a
result. If the result matches the final value of the hash chain,
the access control module grants the user access to the pro-
tected resource.

Thus, in the present embodiment, the credential generation
module 108 knows the start of the hash chain, and can gen-
erate any of the intermediate values up to and including the
final value. The access control module 112 only needs to
know the final value, and specifically should not know the
initial value, but can still verify a provided intermediate value
by driving it forward through repeated application of the hash
function to see if the result matches the expected final value.
Accordingly, compromise of one of the access control mod-
ules does not release the starting point of the chain.

In the FIG. 1 embodiment, the intermediate values of a
given hash chain may be viewed as comprising respective
secure service credentials utilized to allow the service tech-
nicians associated with terminals 102 to access certain ones
of'the storage arrays 112 in particular access control intervals.
However, the hash chain intermediate values are more
broadly applicable for use as authentication data in a wide
variety of other types of access control systems. For example,
different levels of access may be provided for difterent users
for different types of tasks to be performed in relation to a
storage array or other protected resource. Such arrangements
may be viewed as types of role-based access control that may
be implemented in embodiments of the invention.

It is to be appreciated that the particular set of elements
shown in FIG. 1 for providing access control based on inter-
mediate values of a hash chain is presented by way of
example, and in other embodiments additional or alternative
elements may be used. Thus, another embodiment may
include additional networks and additional sets of computers,
storage devices or other types of processing devices.

As mentioned previously, various elements of system 100
such as credential generation module 108 and access control
modules 112 may be implemented at least in part in the form
of software. Such software is stored and executed utilizing
respective memory and processor elements of at least one
processing device. The system 100 may include additional or
alternative processing platforms, as well as numerous distinct
processing platforms in any combination, with each such
platform comprising one or more computers, storage devices
or other types of processing devices.

FIG. 2 shows a set of operations performed by the system
100 in providing access control to protected resources 104.
The process as shown includes steps 200 through 210, and it
is assumed by way of example that steps 200 through 206 are
performed by the credential generation module 108 and steps
208 and 210 are performed by one of the access control
modules 112, although one or more of the process steps may
be performed at least in part by additional or alternative
system entities in other embodiments. Also, although
described in the context of storage arrays, the disclosed tech-
niques are applicable to a wide range of other types of
deployed equipment or other protected resources.

The FIG. 2 embodiment is an example of a time-synchro-
nous embodiment in which the hash chain intermediate val-
ues correspond to access intervals defined by discrete periods
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of time, although it is to be appreciated that other techniques
may be used to define access intervals in other embodiments.

In step 200, a particular hash function, an initial value and
the number N of time intervals to be supported are deter-
mined. As indicated previously, various known one-way hash
functions such as MD5, SHA-1 and SHA-256 may be used as
the hash function. Also, a cryptographic key may be selected
as the initial value. The initial value must be protected in order
to protect the security of the access control process, and
accordingly should be stored in a secure memory accessible
only to the credential generation module or its associated
central authority or other secure entity. The number N of time
intervals to be supported may be selected to accommodate at
least the expected useful lifetime of the storage array. As an
illustrative example, if the time intervals have a duration of
one month, selecting N as 10,000 would handle many more
years than the expected lifetime of the storage array.

In step 202, the hash function determined in step 200 is
applied to the initial value N times in order to obtain the final
value. This final value can be a public value and may be
deployed on multiple storage arrays without providing any
ability to compute intermediate values. The initial value is
securely stored as indicated above, and the intermediate val-
ues are used as access credentials in respective access control
intervals. This involves associating the intermediate values
with the access control intervals.

In the present embodiment, a first one of the intermediate
values immediately following the initial value of the hash
chain is associated with a final one of the access control
intervals, and this reverse ordering continues through the
intermediate values until a final one of the intermediate values
immediately preceding the final value of the hash chain is
associated with a first one of the access control intervals.

Thus, the first access control interval corresponds to the
intermediate value immediately preceding the final value,
such that hashing that intermediate value once yields the final
value. Similarly, the second access control interval corre-
sponds to the intermediate value that precedes the final value
by two positions, such that hashing that intermediate value
twiceyields the final value. This inverse numbering continues
with later access control intervals corresponding to respective
intermediate values that are closer to the initial value and
which therefore must be hashed more times to yield the final
value. A more detailed example of this type of association
between hash chain intermediate values and access control
intervals will be described below in conjunction with FIG. 5.

In step 204, the final value of the hash chain is deployed on
at least one of the storage arrays 110 by providing it to the
corresponding access control module 112. As mentioned
above, the final value from the same hash chain can be pro-
vided to each of the storage arrays, or different final values
generated for different hash chains can be provided to each of
the storage arrays.

In step 206, an intermediate value associated with a par-
ticular interval is provided to a service technician for use as a
passcode to access a given storage array during that interval.

In step 208, upon receipt of the intermediate value from the
service technician in conjunction with access request, the
intermediate value is hashed an appropriate number of times
to determine if the final value is obtained.

In step 210, if the hashing in step 208 yields the expected
final value, the service technician is granted access to the
given storage array. Otherwise, the service technician is
denied access to the given storage array.

The FIG. 2 embodiment facilitates service technician
access to storage arrays and other deployed processing equip-
ment while also avoiding the above-noted “break once, run
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8

anywhere” vulnerability associated with convention arrange-
ments. Thus, in the context of the storage arrays 110 of FIG.
1, the use of intermediate values as secure service credentials
can ensure that compromise of a key that is used to validate
service credentials for one storage array does not jeopardize
the security of other storage arrays. This is achieved in the
present embodiment by isolating the initial value required to
generate the intermediate and final values in credential gen-
eration module 108. The access control modules 112 receive
only the final value or respective final values required to
verify a given intermediate value upon presentation by a user
in conjunction with an access request, but have no knowledge
of the initial value that was used to generate the hash chain.

In an embodiment involving multiple hash chains having
distinct initial values, where different final values are pro-
vided to different access control modules, the distinct initial
values of the respective hash chains may be derived from a
common key. For example, each of the storage arrays 110
may have associated identifying information, and the distinct
initial values of the respective hash chains used to protect
access to the respective storage arrays may each be deter-
mined as a function of the common key and the identifying
information for the corresponding storage array. More par-
ticularly, for a given random symmetric key K, the initial
value for a particular storage array 110 could be computed as
H(K, ID) where H is a hash function and ID is an identifying
string or other identifying information for that particular stor-
age array.

It is also possible to use the same base hash chain configu-
ration to produce multiple distinct final values. For example,
one could combine an identifier of the storage array with a
common initial value using addition, XOR or other similar
function. Such an arrangement may be facilitated through the
use of one or more of the derivative seeds techniques dis-
closed in U.S. Patent Application Publication No. 2007/
0174614, which is commonly assigned herewith and incor-
porated by reference herein.

In some embodiments, efficiency advantages can be gained
by replacing a linear hash chain with one based on a tree
structure. For example, a given hash chain may comprise a
tree having one or more interior branches each defined by
application of a one-way hash function to a common key and
identifying information. As a more particular example, such
an interior branch may be of the form:

H®(HH(K),ID)),

where n denotes a particular number of applications of hash
function H, K denotes the common key and ID denotes the
identifying information. In order to provide additional diver-
sification, one could recursively apply this approach with
multiple types of ID. As an example of such an arrangement,
the interior branch may be of the form:

H®(HHEK),ID,),ID,)),

where n denotes a particular number of applications of hash
function H, K denotes the common key, ID,; denotes identi-
fying information of a given one of the storage arrays 110 and
1D, denotes identifying information of a service technician or
other user.

It will be readily appreciated by those skilled in the art that
numerous additional or alternative enhancements are pos-
sible. For example, one can use more than two ID strings. In
addition, the formula H*(HH(H(K), ID, ), ID,)) could have
the interior hashes iterated multiple times with the exterior
hash applied only once. In addition, the ID strings may be
inserted at any layer of the tree.
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The particular processing operations and other system
functionality described in conjunction with the flow diagram
of FIG. 2 are presented by way of illustrative example only,
and should not be construed as limiting the scope of the
invention in any way. Alternative embodiments can use other
types of processing operations for providing access control
functionality based on intermediate values of one or more
hash chains. For example, the ordering of the process steps
may be varied in other embodiments, or certain steps may be
performed concurrently with one another rather than serially.
Also, one or more of the process steps, or the entire process,
may be repeated periodically or on an as-needed basis respon-
sive to particular events. As mentioned above, the steps of the
FIG. 2 process are assumed to be implemented in a processing
platform comprising at least one processing device having a
processor coupled to a memory.

Referring now to FIG. 3, portions of the information pro-
cessing system 100 in this embodiment comprise cloud infra-
structure 300. The cloud infrastructure 300 comprises virtual
machines (VMs) 302-1, 302-2, . .. 302-M implemented using
a hypervisor 304. The hypervisor 304 runs on physical infra-
structure 305. The cloud infrastructure 300 further comprises
sets of applications 310-1, 310-2, . . . 310-M running on
respective ones of the virtual machines 302-1, 302-2, . . .
302-M under the control of the hypervisor 304. The cloud
infrastructure 300 may be viewed as providing an example of
what is more generally referred to herein as “virtual infra-
structure.” The cloud infrastructure 300 may encompass the
entire system 100 or only portions of that system, such as one
or more of the terminals 102, protected resources 104 or
credential generation module 108.

Although only a single hypervisor 304 is shown in the
embodiment of FIG. 3, the system 100 may of course include
multiple hypervisors each providing a set of virtual machines
using at least one underlying physical machine.

An example of a commercially available hypervisor plat-
form that may be used to implement hypervisor 304 and
possibly other portions of information processing system 100
in one or more embodiments of the invention is the VMware®
vSphere™ which may have an associated virtual infrastruc-
ture management system such as the VMware® vCenter™.
Theunderlying physical machines may comprise one or more
distributed processing platforms that include storage prod-
ucts, such as VNX and Symmetrix VMAX, both commer-
cially available from EMC Corporation of Hopkinton, Mass.
A variety of other storage products may be utilized to imple-
ment at least a portion of system 100.

As indicated previously, the system 100 may be imple-
mented using one or more processing platforms. One or more
of'the processing modules or other components of system 100
may therefore each run on a computer, server, storage device
or other processing platform element. A given such element
may be viewed as an example of what is more generally
referred to herein as a “processing device.” The cloud infra-
structure 300 shown in FIG. 3 may represent at least a portion
of one processing platform. Another example of such a pro-
cessing platform is processing platform 400 shown in FIG. 4.

The processing platform 400 in this embodiment com-
prises a portion of the system 100 and includes a plurality of
processing devices, denoted 402-1, 402-2, 402-3, . . . 402-K,
which communicate with one another over a network 404.
The network 404 may comprise any type of network, such as
a WAN, a LAN, a satellite network, a telephone or cable
network, or various portions or combinations of these and
other types of networks.

The processing device 402-1 in the processing platform
400 comprises a processor 410 coupled to a memory 412. The
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processor 410 may comprise a microprocessor, a microcon-
troller, an ASIC, an FPGA or other type of processing cir-
cuitry, as well as portions or combinations of such circuitry
elements, and the memory 412, which may be viewed as an
example of a “computer program product” having executable
computer program code embodied therein, may comprise
RAM, ROM or other types of memory, in any combination.

Also included in the processing device 402-1 is network
interface circuitry 414, which is used to interface the process-
ing device with the network 404 and other system compo-
nents, and may comprise conventional transceivers.

The other processing devices 402 of the processing plat-
form 400 are assumed to be configured in a manner similar to
that shown for processing device 402-1 in the figure.

Again, the particular processing platform 400 shown in the
figure is presented by way of example only, and system 100
may include additional or alternative processing platforms, as
well as numerous distinct processing platforms in any com-
bination, with each such platform comprising one or more
computers, servers, storage devices or other processing
devices.

Multiple elements of information processing system 100
may be collectively implemented on a common processing
platform of the type shown in FIG. 3 or 4, or each such
element may be implemented on a separate processing plat-
form.

Referring now to FIG. 5, an example of one possible asso-
ciation between intermediate hash chain values and respec-
tive access control intervals is shown. This may be viewed as
another example of a time-synchronous embodiment in
which the hash chain intermediate values correspond to
access intervals defined by discrete periods of time. More
particularly, in this example, the access control intervals are
defined as respective months. Starting from an initial value,
the hash function is iterated N=11 times to produce a
sequence of 10 intermediate values numbered 1 through 10
followed by a final value, with the hash iteration process
being indicated by the right-facing arrow. The final value
itself is not a valid credential, but the intermediate value 10
that immediately precedes it is a valid credential. This last
intermediate value 10 is associated with the first access con-
trol interval, which is the month of February in this example.
The other intermediate values 9 through 1 are then associated
with the other access control intervals, continuing in the
reverse ordering indicated by the left-facing arrow. Thus,
intermediate values 9 through 1 are associated with respective
access control intervals denoted in the figure as March, April,
May, June, July, August, September, October and November.

Thus, in the present embodiment, the intermediate values
at the end of the hash chain are associated with the earliest
access intervals. More particularly, if H*(IV) represents n
applications of a designated one-way hash function H to the
initial value IV, then in the figure the intermediate value for
the month of November would be HY(IV), while the inter-
mediate value for the month of February would be H'?(IV).

In each of the access time intervals, the appropriate inter-
mediate value may be given to a service technician. The
service technician presents this intermediate value to the
access control module 112 of the storage array 110 in con-
junction with a request for service access to the storage array.
The access control module then hashes the presented inter-
mediate value to determine if it matches the expected final
value. Since the hash function in the present embodiment is a
one-way function and the initial value is kept secret, obtaining
the final value does not help an attacker.

As noted above, other time intervals such as hours, days,
weeks may be used to define access control intervals in other
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embodiments. In embodiments that utilize time intervals of
this type to define access control intervals, a given access
control module 112 may be configured to incorporate or
otherwise access a clock in order to determine how many
times to hash the intermediate value before the final value is
reached.

Such embodiments may also be configured to protect
against an attacker that attempts to tamper with the clock by
either setting it forward or backward in time. More particu-
larly, as a countermeasure to this type of attack, a given
embodiment can implement clock-tampering detection. One
possible implementation of clock tampering detection may
proceed as follows. When the clock reaches the start of a
predetermined access control interval, the access control
module records this “high water mark™ to disk or other non-
volatile storage. Then, during the validation of an intermedi-
ate value, the access control module checks the current clock
value against the stored high water mark. If the current clock
value precedes the high water mark in time, the authentication
request is rejected and additional auditing actions may be
taken. These auditing steps may include, for example, record-
ing the suspected clock tampering incident to a log, or alerting
an administrator.

Embodiments of the invention can additionally or alterna-
tively be configured to protect against an attacker that inter-
cepts an intermediate value. In this case, a risk exists that the
attacker may attempt to use the intercepted intermediate value
just as a legitimate user would. To minimize this sort of risk,
the access control module could record the received interme-
diate values to disk or other non-volatile storage. When a user
submits an intermediate value, the access control module
compares the received value against those intermediate val-
ues previously stored on disk. Ifa match is detected, it imme-
diately rejects the access control request. As an optimization,
the access control module could store only the intermediate
value or interval identifier corresponding to the latest access
control interval. If a user submits an intermediate value cor-
responding to an interval equal to or preceding that stored on
disk, the access control request is rejected.

Accordingly, upon a successful authentication using one of
the intermediate values, that intermediate value may be
marked as used by the access control module, such that the
access control module will no longer accept that intermediate
value nor any other intermediate value closer to the final value
of'the hash chain. This will avoid replay attacks, or any attack
where the attacker tries to intercept an intermediate value and
use it to generate other intermediate values closer to the final
value. Also, as indicated above, the access control module can
replace its stored final value with the latest successfully-
authenticated intermediate value. This makes subsequent
validations more efficient, in that fewer applications of the
hash function will be required to reach the new final value,
while also maintaining protection against the attacks
described previously.

As mentioned previously, functionality such as that
described in conjunction with the system and process dia-
grams of FIGS. 1, 2 and 5 can be implemented at least in part
in the form of one or more software programs stored in
memory and executed by a processor of at least one process-
ing device such as a computer or server. A memory having
such program code embodied therein is an example of what is
more generally referred to herein as a “computer program
product.”

It should again be emphasized that the above-described
embodiments of the invention are presented for purposes of
illustration only. Many variations may be made in the particu-
lar arrangements shown. For example, although described in
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the context of particular system and device configurations,
the techniques are applicable to a wide variety of other types
of information processing systems, processing platform and
processing device configurations. Also, different arrange-
ments of protected resources, credential generation modules,
access control modules, hash chains, hash functions, access
control intervals, hash value to interval associations, and
access control processes may be used. Numerous other alter-
native embodiments within the scope of the appended claims
will be readily apparent to those skilled in the art.

What is claimed is:

1. A method comprising:

obtaining an intermediate value of a hash chain associated

with a given access control interval;

utilizing at least a portion of the intermediate value to

access a protected resource via an access control module
during the given access control interval, an initial value
of the hash chain being stored in a secure manner inac-
cessible to the access control module; and

repeating the obtaining and utilizing for one or more addi-

tional access control intervals using respective different
intermediate values of the hash chain;

wherein the method is performed at least in part by a

processing device comprising a processor coupled to a
memory.

2. The method of claim 1 further comprising determining
authentication information based at least in part on the inter-
mediate value, wherein utilizing the at least a portion of the
intermediate value to access the protected resource comprises
utilizing the authentication information to access the pro-
tected resource.

3. The method of claim 2 wherein the authentication infor-
mation comprises the intermediate value in combination with
additional authentication information.

4. The method of claim 1 wherein utilizing the at least a
portion of the intermediate value to access the protected
resource comprises utilizing possession of the intermediate
value as one factor in a multi-factor authentication process.

5. The method of claim 1 wherein obtaining the interme-
diate value comprises:

determining the initial value of the hash chain;

hashing the initial value a designated number of times to

obtain a final value of the hash chain;

associating intermediate values of the hash chain with

respective ones of the access control intervals; and
selecting the intermediate value associated with the given
access control interval.

6. The method of claim 5 further comprising providing the
final value of the hash chain to an entity which controls access
to the protected resource.

7. The method of claim 5 wherein associating intermediate
values of the hash chain with respective ones of the access
control intervals comprises associating at least a portion of
the intermediate values with respective ones of the access
control intervals in accordance with a reverse sequential
ordering.

8. The method of claim 1 wherein the hash chain comprises
one of a plurality of different hash chains derived from a
common key.

9. The method of claim 8 wherein the plurality of different
hash chains are associated with corresponding distinct pro-
tected resources, and wherein the plurality of different hash
chains have different initial values determined as respective
functions of the common key and identifying information for
corresponding ones of the protected resources.

10. The method of claim 1 wherein the hash chain com-
prises a tree having one or more interior branches each
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defined by application of a one-way hash function to a com-
mon key and identifying information.

11. The method of claim 10 wherein the interior branch is
of the form:

H™(HHK),ID)),

where n denotes a particular number of applications of
hash function H, K denotes the common key and 1D
denotes the identifying information.
12. The method of claim 10 wherein the interior branch is
of the form:

H®(HHEK),ID),ID,)),

where n denotes a particular number of applications of
hash function H, K denotes the common key, 1D,
denotes identifying information of a protected resource
and ID, denotes identifying information of a user.

13. An article of manufacture comprising a non-transitory
processor-readable storage medium having stored therein
program code of one or more software programs, wherein the
program code when executed by said at least one processing
device causes the method of claim 1 to be performed.

14. An apparatus comprising:

at least one processing device comprising a processor

coupled to a memory;

the processing device being configured:

to obtain an intermediate value of a hash chain associ-
ated with a given access control interval;

to utilize at least a portion of the intermediate value to
access a protected resource via an access control mod-
ule during the given access control interval, an initial
value of the hash chain being stored in a secure man-
ner inaccessible to the access control module; and

to repeat the obtaining and utilizing for one or more
additional access control intervals using respective
different intermediate values of the hash chain.

15. The apparatus of claim 14 wherein the processing
device is further configured to determine authentication infor-
mation based at least in part on the intermediate value,
wherein utilizing the at least a portion of the intermediate
value to access the protected resource comprises utilizing the
authentication information to access the protected resource.

16. The apparatus of claim 14 wherein:

the hash chain comprises one of a plurality of different hash

chains derived from a common key;

the plurality of different hash chains are associated with

corresponding distinct protected resources; and

the plurality of different hash chains have different initial

values determined as respective functions of the com-
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mon key and identifying information for corresponding
ones of the protected resources.

17. A method comprising:

receiving at least a portion of an intermediate value of a

hash chain associated with a given access control inter-
val in an access control module, an initial value of the
hash chain being stored in a secure manner inaccessible
to the access control module;

authenticating the at least a portion of the intermediate

value to control access to a protected resource via the
access control module during the given access control
interval; and

repeating the receiving and authenticating for one or more

additional access control intervals using respective dif-
ferent intermediate values of the hash chain;

wherein the method is performed at least in part by a

processing device comprising a processor coupled to a
memory.

18. The method of claim 17 further comprising obtaining a
final value of the hash chain, wherein authenticating the at
least a portion of the intermediate value comprises:

hashing the intermediate value a designated number of

times to obtain a given value; and

permitting or denying access to the protected resource

responsive to determining whether the given value
matches the final value.

19. An article of manufacture comprising a non-transitory
processor-readable storage medium having stored therein
program code of one or more software programs, wherein the
program code when executed by said at least one processing
device causes the method of claim 17 to be performed.

20. An apparatus comprising:

at least one processing device comprising a processor

coupled to a memory;

the processing device being configured:

to receive at least a portion of an intermediate value of a
hash chain associated with a given access control
interval in an access control module, an initial value of
the hash chain being stored in a secure manner inac-
cessible to the access control module;

to authenticate the at least a portion of the intermediate
value to control access to a protected resource via the
access control module during the given access control
interval; and

to repeat the receiving and authenticating for one or
more additional access control intervals using respec-
tive different intermediate values of the hash chain.
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